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[bookmark: _Hlk514274591]1		Discussion
The following changes are made to address the following ENs.
Editor's Note 1:
Editor's note: 	The UE includes the user identifier in the first PDU session establishment. The procedure is FFS if the UE has already a PDU session established (without any user ID) and a user logs in the device.
Editor's Note 2:
Editor's note: 	It is FFS whether and how the AMF is aware which user profile is active.
Editor's Note 3:
Editor's note: 	It is FFS how user identification is supported when the UE has included a user ID in a first PDU session establishment and establishes a second PDU session.

Two options are added to address the ENs.
-	Option 1 (UE-centric): The UE ensures that one user identity is active at any time. If UE determines that a different user is accessing the UE then the UE updates all active PDU session with user identity of the new user. This has no impacts at the AMF as the AMF will forward the user profile associated to the user identifier to the SMF/PCF during a PDU session request and/or
-	Option 2 (AF-centric): When the UE detects that a user changed the UE indicates via app-layer mechanism the active user identity to the AF. The AF indicates via the NEF the active user identity that is stored in the UDR. The UDR in turn notifies the AMF of the changes in active user information that the AMF takes into account for any new or existing PDU sessions associated with a user identifier.


In addition, additional clarifications are added in the Solution description to describe how a User Profile is stored in the UDR.

2		Proposal
The following changes are proposed in TR 23.700-32 v0.3.0.
******************************** First change  *******************************
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[bookmark: _Toc160456044][bookmark: _Toc160804274]6.1	Solution #1: Identifying traffic corresponding to a human user during PDU session establishment
[bookmark: _Toc160456045][bookmark: _Toc160804275]6.1.1	Key Issue mapping
The solution addresses Key Issue 1 aspects of Key Issue 2 and 3.
[bookmark: _Toc160456046][bookmark: _Toc160804276]6.1.2	Description
The solution assumes that there is User Profile information stored in the UDR
User Profile information is available in AM subscription, SM subscription data and Policy control subscription data and includes one or more of the following:
-	A User Profile Reference ID that uniquely identifies the User Profile among all User Profiles in the same mobile subscription;
-	One of more User Identifiers (e.g. user@example.com);
-	In AM subscription data:
-	One or more devices (i.e. PEIs) that can use this User Profile;-
-	In SM subscription data:
-	Authentication information (e.g. authentication type), such as credentials (e.g. a password, digital certificated, etc.) and authentication types;
-	In PDU session related control data, :
-	One or more applications associated with this User Profile;
-	The QoS settings that should be applied to the traffic associated with this User Profile (e.g. default 5QI); and
-	The list of services available for this User Profile.
-	A User Profile reference ID can be added as a Data Sub-Key within PDU session for PDU session policy control related data.

There may be more than one User Profiles each associated with a User Profile Reference ID that are linked to the 3GPP subscription (SUPI).
It is also assumed that User Profile information is also configured in the UE containing user id and credential information.
A network connection [PDU session] associated with a user identifier may be requested by a UE when a human user logs in to the UE and the UE determines that a User Profile is associated with this user (the determination may be based on UE implementation or based on User Profile configuration in the UE). In such a case the UE requests a PDU session establishment including the User Identifier that requested the network connection. The UE includes the User Identifier within the NAS message and also includes the User Identifier within the SM PDU DN Request container in the form of an EAP-Response/Identity NAI message.
Editor's note: 	The UE includes the user identifier in the first PDU session establishment. The procedure is FFS if the UE has already a PDU session established (without any user ID) and a user logs in the device.
The AMF determines the applicable User Profile by retrieving the associated User Profile (identified by a User Profile ID) from the UDM corresponding to the User Identifier provided by the UE (the AMF can retrieve the user profile(s) from the UDM during registration and store in the UE context). The AMF determines if the User Profile is allowed to be used by the device (by retrieving the device's PEI and determining if the PEI or Device ID of the UE is included in the allowed PEI list of the User Profile).
Two options are proposed to allow the UE and the network to ensure awareness of active user identitity(ies):
-	Option 1 (UE-centric): The UE ensures that one user identity is active at any time. If UE determines that a different user is accessing the UE then the UE updates all active PDU session with user identity of the new user. This has no impacts at the AMF as the AMF will forward the user profile associated to the user identifier to the SMF/PCF during a PDU session request 
-	Option 2 (AF-centric): When the UE detects that a user changed the UE indicates via app-layer mechanism the active user identity to the AF. The AF indicates via the NEF the active user identity that is stored in the UDM. The UDM in turn notifies the AMF of the changes in active user information that the AMF takes into account for any new or existing PDU sessions associated with a user identifier.
[bookmark: _Hlk162358547]Editor's note: 	It is FFS whether and how the AMF is aware which user profile is active.
The AMF then creates an SM Context Request to the SMF including the User Profile Identifier of the retrieved User Profile and also includes the SM Container.
The SMF retrieves the SM Subscription Data corresponding to the User Profile identifier from the UDR and retrieves the user specific SM related subscription data. From the data the SMF determines the AAA server identity (if user authentication is required) and the type of authentication required. The SMF invokes a AAA authentication request including the NAI provided by the UE in the SM PDU DN Request Container. The AAA server initiates an EAP authentication with the UE.
Editor's note: 	It is FFS how user identification is supported when the UE has included a user ID in a first PDU session establishment and establishes a second PDU session.
After authentication is completed the SMF selects a PCF and establishes an SM Policy Control Request with the PCF. The SMF includes the User Profile Identifier in the request. The PCF retrieves the user specific PDU session policy control data according to User Profile ID and derives policy rules which are sent to the SMF.
The SMF then sends a PDU session establishment accept message to the UE.
[bookmark: _Toc160456047][bookmark: _Toc160804277]6.1.3	Procedures
The procedure is shown below:




Figure 6.1.3-1: User specific PDU establishment request
0a.	The UE registers to the network based on the Registration procedure described in clause 4.2.2.2 of TS 23.502 [5].
0b.	During registration the AMF retrieves from the UDM the subscription data which includes a list of User Profiles (identified by a User Profile Identifier) which contain a list of user identifiers, list of allowed devices.
1a.	A user logs in the device using a user identifier:
1b.	The UE may determine from the User Profile Data that a User Profile is associated with the User Identifier.
1c.	The UE may indicate via app-layer mechanism the active user identity to an AF
1d.	The AF indicates the active user identity via the NEF. The active user identity is stored in the UDM. UDM notifies the AMF the active user identity. The procedure is shown in Figure 6.1.3-x.
NOTE X:	Steps 1c, 1d correspond to Option 2 
2.	The UE sends a PDU session establishment request including the User Identifier in the UL NAS transport message. In addition, the UE includes the User Identifier in the form of an EAP-Response/Identity NAI message within the SM PDU DN Request container included within the SM PDU session establishment request container.
	If steps 1c, 1d do not take place, the UE ensures that one user identity is active at any time. If UE determines that a different user is accessing the UE then the UE updates all active PDU session with user identity of the new user.
3a.	The AMF determines, from the list of User Profiles associated to the 3GPP subscription, the user profile associated to the user identifier provided by the UE in the NAS message of the PDU session establishment request. The AMF can retrieve the user profile(s) from the UDM during registration and store in the UE context.
3b.	The AMF also determines if the user identifier is allowed for this UE (from the list of allowed PEI). If the AMF is informed from the UDR that Active User status is changed the AMF ensures that the User ID provided is part of the Active User identities. Otherwise, the AMF may reject the PDU session with an appropriate error code or continue the PDU session request using the default subscription.
4a.	The AMF selects an SMF and sends a Create SM Context request. The AMF includes in the Create SM Context Request the User Profile Identifier of the retrieved user profile.
4b.	The SMF retrieves from the UDM/UDR the user specific Session Management Subscription Data associated to the User Profile identifier provided by the AMF. The SMF uses the User Profile to determine the address of the AAA server (if user authentication is required).
5a.	The SMF sends a AAA request message to the operator or 3rd party AAA server including the EAP message provided by the UE in the SM PDU DN Request Container.
5b.	An authentication method is derived from the AAA server based on the user identifier provided.
6.	The AAA server starts an EAP authentication method with the SMF and the UE.
7a.	The SMF selects a PCF and sends an SM Policy Control Create Request message including in the request the User Profile identifier of the User Profile associated to the user identifier.
7b.	The PCF retrieves from the UDM/UDR PDU Session policy control subscription information according to User Profile Identifier and derives policy rules.
7c.	The PCF provides the Policy rules to the SMF in the SM Policy Control Create response message.
8.	The SMF selects UPF(s) and establish an N4 session.
9, 10, 11.	The SMF sends a PDU session establishment accept message to the UE.

The following procedure applies if the UE indicates to the AF the user identity of an active user. The AMF may be notified of active user identifier from the UDM as follows:



Figure 6.1.3-x - Notifying change of active user. 

1.	UE may have already established PDU session for a user where each PDU session is associated with a user ID.
2.	A different user or new user, identified by a different user identifier logs in the phone or a user deregisters from the UE.
3.	The UE (or application in the UE) indicates the active user, deregistered user or additional active user to the AF via app-layer mechanism
4.	The AF indicates new active user to the network via NEF which is stored in the UDM.
5.	The UDR detects change of user or new user identifier as active identifier or a user identifier removed from the active users list and notifies the AMF.
6.	The AMF checks how the change of active user identifiers impacts existing PDU sessions. If a user identifier is removed from the active list and a new user identifier is added the AMF may identify which PDU sessions for the UE were associated with a previous provided user identity and starts a timer in order for the UE to update corresponding PDU sessions. 
7.	The UE may update PDU session with new user identity information 
	If the timer expires and the UE did not update the PDU session the AMF may indicate to release the PDU session and provide a corresponding error code to the UE or may update the PDU session indicating to use default subscriptions (associated with the SUPI of the UE).


[bookmark: _Toc160456048][bookmark: _Toc160804278]6.1.4	Impacts on services, entities and interfaces
-	UE includes during PDU session establishment request user identifier information
-	During PDU session establishment request:
-	AMF retrieves from UDM during PDU session est., user profile associated with user identifier and determines if user/device is allowed.
-	SMF retrieve from UDM/UDR authentication data to authenticate user.
-	PCF retrieves from UDM/UDR user profile related information (e.g. QoS policies).

******************************** End of change *******************************
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